


copy to the spanned port. A device plugged into this port will
receive the traffic flow just as if it was plugged into a hub
instead of a switch. Again, this is commonly used for opera-
tional troubleshooting and NIDS. Common problems with this
method are that spanning ports are known to drop traffic and
can generate excessive load on the switch.

For this reason, taps are often used.
Taps are layer-1 network devices that
simply send all traffic entering or exiting
the wire to a third physical port — shown
in figure 2. A device such as a sniffer or
NIDS can be plugged into these devices.
Here, laptop Z can collect all packets
going between the Internet router and the
firewall. This is every packet going into or
out of the organization on this link.

There are also software programs
that can be used to allow a system on a
switched network to sniff traffic; one
technique is known as address resolution protocol (ARP) spoof-
ing. A device on the network will try to impersonate the media
access control (MAC) address of another device and receive all
its packets. Packets can also be received then relayed (man-in-
the-middle attack) so that the targets are unaware that their
information is being intercepted. In addition to sniffing packets,
ARP spoofing can be used for denial of service (DoS) attacks.

Any of these techniques can be employed anywhere along
the transmission network between the source and destination.
This can be on a local network segment as with a hub, across
multiple network segments with spanned ports on switches, by
leveraging layer-1 taps, and with spoofing software. Sniffers
may be deployed for operational use or malicious use at the
source, along an ISP’s backbone or at the destination. One of
the best ways to combat the malicious use of sniffers is to
employ encryption at transmissions. While this isn't the only
mechanism, it is certainly the most practical. Most unencrypted
protocols have encrypted equivalents such as HTTPS (port 443)
instead of HTTP (port 80), SSH (port 22) instead of telnet (port
23), and SCP/SFTP (port 22) instead of FTP (ports 20 and 21).

The examples below will show communication between two
devices. The first example doesn’t use any encryption and relies
on clear text protocols. The second example uses encryption
and helps illustrate why keyloggers are sometimes needed
when sniffed traffic isn't useful.

In the session shown in figure 3, the source FTPs to the
remote site ftp.public-internet.co.uk. The user “anonymous”
and the password “fake-password” are used to authenticate.
There are several protocols common on the Internet that use
clear text such as Telnet, FTP, HTTP, POP3, IMAP and SMTP. If
traffic is sniffed for these and other clear text protocols, every-
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Most attackers aren'tinterested in huge files containing network
noise such as DNS and DHCP data. As such, they will configure
their sniffers to watch for key bits of sensitive data and upon
finding the data, relay the information back to them. This loca-
tion is often a remote site of another compromised device that is
used to collect and host the sniffer traces.

In figure 4, encryption is leveraged through SSH. The sniffer
can still capture the information, but because it is encrypted, it
is not as compelling. In fact, one of the only pieces of informa-
tion that is valuable is the source and destination of the commu-
nication. The attacker can determine who is talking to who,
what protocol they are using, length of communication and the
like, but they cannot decipher the encrypted contents.
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FIGURE 4

Encrypted communication is becoming far more common,
especially when accessing sensitive devices for system adminis-
tration, on-line banking, or any communication that may need
to be secured. Because of this, packet sniffers can't do all the
work themselves. This is why many attackers have also opted to
include keyloggers with their malicious code. Using keyloggers,
they can capture the information before it is encrypted or even
gets to the network.

KEYLOGGERS

As with packet sniffers, keyloggers have both valid, opera-
tional and security uses and the capabilities of being used for
malicious purposes. Also like sniffers, they can be in the form
of hardware or software; software keyloggers will be the basis
for this discussion, but hardware keyloggers can be plugged
directly into a system, or even soldered into the internals of a
keyboard, for example, to evade visual detection.

Keyloggers are a simple concept; they log what is typed and
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what the mouse does, perform screenshots, log what applica-

tions are opened, what web sites are visited and so forth. They

may log only what is typed on a directly attached keyboard or

what is typed within any remote user session; this second

variant is particularly useful for multi-user servers. They can be

installed remotely and offer various features such as:

« Evade detection and hide under a false or hidden process name.

+Disable anti-virus and malware detection tools that may
detect them, and disable the ability to boot without loading
the keylogger.

+ Log all users or just specific users.

+ Log all the time or at specific times.

« Some offer GUIs for making information navigation easier while
others simply create a log file that is readable with a text editor.

« Some can even be configured to filter and/or search only for
specific strings and send an alert/e-mail when a specific
sequence has been identified.

C\Program Files\Mozilla Firefox\firefox.exe - [Owner: Tue 05/09/06 @ 08:05:07 AM]
yahoo.com

[ENTER]

[SHIFT]bill[SHIFT]smith123[TAB]848[SHIFT]one[SHIFT]!

FIGURE 5

Figure 5 illustrates one keylogger's output. It simply illustrates
that the user has initiated a Firefox web browser session to
yahoo.com to check e-mail. Following, they authenticate with the

" Figure 6 illustrates the same keylogger, at a command line

f_../ session where the user FTPs to the ftp.openbsd.org sever with

the username “anonymous” and the password “bill2bill.net".

[Owner: Tue 05/09/06 @ 8:09:07AM]
ftp ftp.openbsd.org

anonymous

bill2bill.net

Is

bye

FIGURE 6

SUMMARY

Packet sniffers are more useful when it is the communica-
tion between various devices that is most interesting to the
attacker. As with the initial example, if a malicious individual
controls laptop Z, but what they really want is to spy on are
communications between laptops A and B, then a sniffer is the
way to go.

Keyloggers are particularly useful when the information
being transmitted across the network is encrypted and software
can be directly installed on the target. A common example is
online banking. If 'm accessing my bank online, most likely I'l
be using 128-bit SSL encryption and 1024-bit key exchange as
part of my HTTPS session. The information picked up by a
packet sniffer will be of little use. However, with a keylogger,
it doesn’t matter if my session is encrypted or in the clear —
the keylogger's log file will simply create entries for whatever
is typed.

There is nothing mystical and magical about packet sniffers
and keyloggers. Packet sniffers simply collect information as it
flows across the wire or wireless network. If the information is
encrypted, the information isn't as valuable. Keyloggers log the
user’s interactions with the system: keystrokes, mouse move-
ments, applications opened and so forth. Both produce informa-
tion that can be filtered, searched, transported and ultimately
read and easily understood by the individual that installed
them. The best protection is to use encrypted communication,
use malware detection software, and monitor for malicious
network and system activity — including malware detection
software being turned off.
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